Abstract: This paper analyses the statistics and reports dealing with various aspects that link e-money and money laundering, in order to identify the major challenges and possible solutions to the problem of electronic money laundering. Though referred to as electronic money laundering, this does not differ from the classical money laundering. The research in this paper proves that e-money laundering in Macedonia is a matter of a future analysis because at the moment electronic payments are little used, and the internet is poorly used specifically for payments, etc. Macedonia has no regulations that control or prevent e-money laundering. This paper will provide recommendations to improve the prevention of e-money laundering in Macedonia, such as the establishment of appropriate bodies and procedures to operate and control the international e-payment systems, of regulatory authorities to monitor the activities of these systems through the implementation of a framework for user registration and identification, etc.
illegal gambling stake of USD 6,000,000. As an outcome, the PayPal Corporation was imposed a USD 10,000,000 fine. 2 Trade via the internet has increased the application of new technologies, and thus increases the demand for new electronic payment methods. However, what is really new is the electronic payment in retail and the use of the internet as a new monetary market. As a result of this, the geography of money is changing. 3 Due to the information revolution, a new form of electronic payment has emerged, which soon attracted the attention of the world's electronic money (e-money) (also known as electronic cash, e-bag, e-currency, digital currency, digital money or digital cash). Money laundering is a complex system which is still developing; new techniques are being used and money launderers are becoming more and more sophisticated. Criminals hide themselves behind complex transactions, which include international transfers, dispersion into smaller amounts or transfers made to the accounts of different persons, changing the shape of money and advice received from banking experts, brokers, investment bankers, accountants, consultants, notaries public and lawyers. 4 E-money laundering can be simply defined as using the e-money for the purpose of money laundering.
E-money, definition and characteristics
The development of science and technology is followed by an increase in transfers through financial systems. Cyber banking and mobile payments are the new technological progress.
E-money is the greatest technological achievement in the development of e-banking. It represents a substitute for paper money and as such can be used for payment of products and services online, or in the business of banking networks (e.g., SWIFT). 5 According to the relevant articles of the 2nd E-Money Directive 2009/110/EC, the definition of e-money or 'electronic money' covers the electronically, including magnetically, stored monetary value as represented by a claim on the issuer which is issued on receipt of funds for the purpose of making payment transactions and which is accepted by a natural or legal person other than an electronic money issuer." "E-money issuer means the entities and institutions benefiting from a waiver and legal persons benefiting from a waiver." 6 E-money is issued by a bank or other financial institution. For this purpose, the user first deposits money in the bank and receives in return e-money for the value of the deposited money. E-money bears identification numbers that are unique (similar to the serial numbers on paper money). Then, using the appropriate user programs, one can withdraw e-money and set the local computer. Thus, marked digital money can be used to purchase certain products (thus, the store where the product is purchased must accept e-money, meaning that it should have a specific infrastructure). A merchant who has received electronic money can later re-use it for any transaction or exchange it for paper money in a bank that operates with e-money. 7 One of the most important features when using e-money is that there is no exchange of information for the buyer (same as with paper money). This increases reliability in transactions. This feature of the e-money is a key difference between the e-money and credit and debit cards. Also, e-money can be re-used, i.e., once e-money is received, it can be used for another transaction. 8 In general, there are two different types of e-money:
• identified e-money
• anonymous e-money.
Identified e-money contains information about the identity of the user (i.e., the person who originally borrowed the money from the bank). Identification enables the bank to follow the money moving through the economy in a similar way as in the use of credit cards.
Anonymous e-cash works in a similar way as the actual paper money. Once anonymous e-money is withdrawn from the account, it cannot be spent without the possibility for monitoring or monitoring of transactions involved. Anonymous e-money will be checked only when the merchant bank deposited turn them into real paper money. However, the bank can only identify the owner of the e-money, or the person to whom the bank initially issued the money.
The process of paying with e-money can be:
In an online payment, the transaction involves three parties: a customer, a merchant and a bank. For example, a customer wants to buy a product with e-money. For this purpose, he allocates one part of his e-money and sends it to the merchant. The merchant, however, cannot complete the transaction until he sends the e-notes to the bank so as to check their authenticity. The bank checks the money and, if it had not been spent before, the bank informs the merchant that the transaction is in order. At that point the merchant can charge the product, or close the transaction.
Offline payment can be made directly between the buyer and the merchant, without the bank being involved. However, the authenticity of the money will be checked at the time the merchant wishes to convert the e-money in the bank in the actual paper money. Offline anonymous e-money is most complex form of e-money because of the problem of double spending (the double-spending problem). 9 Money in an electronic transfer may be used by individuals, banks, stock exchanges, brokerage houses, vendors and all other bodies involved in the economic exchange. There are three major e-money transfer systems: electronic funds transfer, chips, and SWIFT and FEDWIRE, which, according to statistics, transfer USD 2 billion a day.
Each electronic transfer uses a different central monitoring system (CEN) of the transaction. The large-scale daily transfers of funds make it impossible to follow the daily transactions and entering schemes.
The reason for the greater prevalence of these products is exactly their great possibility compared to the traditional way of payment. But statistics confirms that the development of e-money is in its initial stage, and cash is still the most important form of payment in retail transactions. The use of e-money depends on two factors. The first one is the network externalities and the double nature of e-money market (application and use). The second factor is the problem of old habits and the psychological momentum which refers to the time required for the development and use of e-money. Quite contrary to some expectations, cash has not yet replaced any form of electronic payment. This project answers why the use of e-money has not started to live. One reason is precisely the fact that e-money is very sophisticated form of payment that it something requires investments in new technology, as well as the development of new experiences between users. Practice shows two additional reasons. The first reason is network externalities, and the second one is innovations. The number of users has to reach a certain critical mass so as the use can become rewarding for all participants in the system. The other reason is the persistence of habits in the use of traditional forms of payment, such as checks and cash payment.
According to the Macedonian legislation pertaining to payments, 10 E-money is the monetary value represented as a demand issuer, which is: located on an electronic device; issued on the basis of admission of cash in an amount no less than the value of the e-money issued, and accepted as means of payment by persons who are not the publisher of that money.
1 An issuer of e-money can only be:
• a bank based in the Republic of Macedonia which has received prior approval by the Governor of the National Bank to issue electronic money • a branch of a bank based in a Member State of the European Union, in compliance with the Law on Banks • a branch of a foreign bank that has received a license from the Governor of the National Bank to found an office and operate, in compliance with the Law on Banks • a company issuing electronic money, which has received a license from the Governor of the National Bank to found and office and operate, in compliance with this Law.
in new forms of so-called non-traditional forms of crime, one of which is the e-money laundering or cyber-laundering.
The appearance of cyber-laundering and e-money laundering started in the 1990s, simultaneously with the development of the internet. The term cyber-laundering includes money laundering via the internet, electronic banking (e-banking) and e-money/cash. In order to enter into the substance of the term and potential benefits of laundering money through the internet, first it is necessary to define e-money and its application.
The very short time required to complete the electronic transfer of funds has helped conceal and move the revenues from illegal, criminal activities. Modern information technology makes it easier to hide the traces of the criminal origin and destination of the transfer of these funds. In this way, the dirty money comes in regular, legal flows.
As the physical world of money laundering began to erode, the tendency to use electronic transfers to avoid detection gained a loyal following. Electronic transfers of funds are known as wire transfers. 12 Wire transfer systems allow criminal organisations, as well as legitimate businesses and individual banking customers, to enjoy a swift and nearly risk free conduit for moving money between countries. 13 Considering that an estimated 700,000 wire transfers occur daily in the USA, moving well over USD 2 trillion, illicit wire transfers are easily hidden.
14 Federal agencies estimate that as much as USD 300 billion is laundered annually, worldwide. 15 As the mountain of stored, computerised information regarding these transfers multiplies, the ability to successfully launder increases to as the workload of investigators also rises. 16 
Technological advantages in e-money laundering
E-money laundering involves three steps in turning dirty money into clean money, same as in classical money laundering:
• positioning
• layering
• integration.
Positioning
As previously noted, e-money is the money that was presented digitally and can be changed via the internet or smart cards without the need for intermediaries. One of the key benefits is anonymity. Income from criminal activities in the form of e-money, for example, can be used to purchase foreign currencies and expensive goods. E-money can also be used for disposing of dirty money without having to smuggle cash and personal transactions.
Layering
Layering involves changing the illicit origin of the resources or separation of illegal revenues from their illegal source. Layering is done by implementing a series of financial transactions so as to make their size, frequency and complexity resemble the legal financial transactions. This may involve the transfer of money through a series of offshore companies or the purchase of goods for resale. In this step, the internet is found most helpful. As in most of the online bank account opening procedures, this does not require personal contact or an existing traditional bank account, and users do not even need to give real personal information: a money launderer may so easily open accounts under false names, which do not relate to him. Money launderer can control transactions through computers by currently transferable money from one account to another, and thus create long audit trail in a very short period of time. Transfers can be made through multiple jurisdictions, making it difficult for single authorities to track it.
With the internet, there is the additional problem of the jurisdiction where the transaction is performed: whether this should be the location of the pressure washer, or that of the server where the bank accounts are. For the French Banking Commission, the transaction is carried out in the place where the account is held.
Layering is even easier if the money can be transferred between banks that do business with e-money. It is important to note that anonymity can completely erase a clue to the real illegal sources.
Integration
The last step is refined to fit the illicit funds into the economy and present it as obtained from a legitimate source. In this step counterfeit accounts are used for purchases of goods. The owner of the money can use a company provided by the internet service provider (ISP) to present that services are provided in exchange for the money that has gone through a process of disintegration. For example, laundered money may be available in the accounts of fictitious or non-existent person company.
Payments could be made from that account to an account provided by the ISP company that services hosting of internet to a casino, but the service would never be delivered; it does not get to the account of the fictional company. Payments are shown as profit of account holders in the ISP company and the money from the owner is shown as a legitimate -profit of ISP company. This kind of integration of monetary fund has wider use than traditional provision of goods and services where, in order to legitimise counterfeit invoices, one must use many documents as evidence of delivery of goods and the purchase of raw materials. Transferred money from foreign banks can, too, cause suspicion when it comes to fictional companies that engaged in the production or sale.
Suspicious transaction reports
The advantage of the 'electronic money' laundering for criminals is much larger than the mere elimination or reduction of the accounting trace. Intermediaries may, depending on regulatory requirements or jurisdiction, have an obligation to report any suspicious transaction. These applications can result in an investigation and ultimately prosecute money launderers. If the washer can reduce risk report suspicious transactions, he may also reduce the chances for the surveillance organs to detect him, and that is exactly where the internet plays a major role. Banks and other companies are compelling online businesses through lower overhead costs. Online banks and e-commerce companies can thus handle much larger number of transactions per account, but by traditional methods. This fact further complicates the tracking of suspicious transactions, even with the use of monitoring software. Those transactions are realised without human intervention, removing another potential source application. Anonymity of the online transactions also reduces the risk of application transactions.
Theoretically, depositing large sums of money in foreign accounts by family members of a statesman would arouse more suspicion than depositing by an anonymous cyber customer. The most common reasons for application transactions can be associated with money laundering in the geographic native resources. If the origin of the funds can be covered, one of the key indicators of money laundering can be removed.
Choosing an electronic payment system for illegal activities, such as money laundering or terrorist financing, depends on many factors, for example, the duration of the operation, the amount of money to be transferred, the international or local character of the transfer and, furthermore, it also depends on such individual preferences of the money launderers or smugglers as their attitude to new technologies, risk aversion to electronic payment methods, and many others. Therefore, an electronic payment system cannot be analysed by means of a universal pattern or matrix containing specific features, but rather intuitively and considering the definition of money laundering (concealing or disguising the origin, location, use, nature of assets, etc.). Hence, a number of payment systems were selected for the analysis, ones that possess such characteristics that make it possible to carry out international money transfers with them in a convenient, fast, and flexible way, through anonymous accounts. The law criminalises all acts of placing into circulation, receiving, downloading, converting, layering, or transmitting of money, and selling, buying, receiving in pledge or other circulation of property or items whereby hiding their true source, location, movement or ownership.
For the purpose of adjustment to the recommendations by the EU, the legislature prepared a new law on prevention of money laundering and other criminal proceeds and financing of terrorism. The 2005 Warsaw Convention -convention on laundering, seeking, seizure and confiscation of proceeds obtained by terrorist financing.
The Third EU Directive on prevention of the use of financial systems for the purpose of money laundering and terrorist financing and the FATF 40 recommendations and nine special recommendations on terrorist financing prevention. This law established comprehensive measures to prevent money laundering and financing of terrorism that debtor entities are required to implement. These measures include the implementation of the client analysis, complex and dynamic process aimed at better understanding the client. The law clearly provided for cases where the entities may implement the measures of simplified analysis, and cases when such an analysis should be enhanced. The enhanced measures are applied when the risk of money laundering is higher, i.e., in three different situations: when the client is not present for identification purposes, when banks establish correspondent banking relationships, and when banks establish business relationship with a politically exposed person. In order to better meet its obligations, the law imposes an obligation for the debtor entities, within their internal organisation, to establish special departments working on the implementation of this law and its protection system. Also, the law prescribes a mechanism to monitor and control the implementation of measures for the prevention of money laundering and financing of terrorism. For the purpose of strengthening the surveillance system, the Office for Prevention of Money Laundering and Terrorist Financing (hereinafter the Office) may implement its authorities independently or in cooperation with the National Bank of the Republic of Macedonia, the Public Revenue Office, the Securities and Exchange Commission, the Insurance Supervision Agency and the Capital Pension Insurance Agency to supervise the debtor entities. In performing its supervision, the Office exerts preventive influence on the subjects, in order to provide better organisation in the implementation of measures and actions that reduce or prevent the risk of transactions and other acts of money laundering and financing of terrorism.
Based on the recommendations by the Third Evaluation Moneyval Committee and based on the shortcomings identified in the practical application, the need was identified to amend the Law on Prevention of Money Laundering and Proceeds of Crime and Terrorist Financing in order to achieve full compliance with the new EU directives and regulations.
These amendments to the law were prepared by a working group consisting of employees of the Department. Also, the preparation included experts from the EU, engaged in the framework of the Twinning Project and experts from the TAIEX program.
Money laundering in Macedonia
The starting point for explanation of e-money laundering in Macedonia is the use of e-money and the internet for payments or e-trade. The development of internet trade in Macedonia is on a very low level. If we consider the reports from the National Bank of the Republic of Macedonia we can see that Macedonia is still a cash society. In Macedonia there are already models of electronic commerce that are applicable on a small scale with no defined requirements for safety and security for the users. Online shopping by credit card is used since 2007, but there are also a significant number of companies that do not use e-commerce or e-payments. The number of companies that sell via the internet or by electronic means was about 35 and these include companies for computer equipment, pharmaceutical products, and books. According to business claims, banks are the biggest problem for the underdevelopment of electronic commerce, because they want a portion of their earnings, and they want to charge large commissions. In Macedonia it has been estimated that e-commerce through e-banking reaches around EUR 10,000, and according to the statistics of the National Bank of the Republic of Macedonia only 22,819 companies deal with e-commerce. In other words, e-trade is not a challenge for the banks in our country. Although everywhere else in the world it is the banks who are the drivers of economy, in our country this is not the case. However considered, the problem is not in the authorities, but in the banking industry which provides no better offer for the institutions. Banks want bigger profits and higher commissions that cover greater part of a company's profit. The development of electronic commerce should encourage the banks to enable the companies have their own online stores, and methods for online verification of credit cards issued by them, thereby enabling confirmation of the validity of the transaction. However, it is the banks that hinder the implementation the most. In the Republic of Macedonia, since the end of 2009 onwards, the number of e-banking users has increased and people are more informed about new products, they can verify the status of accounts in banks, they can perform various types of transactions, etc.
If we consider Tables 1, 2 and 3, we can see that e-money laundering is but a future for Macedonia. The use of credit cards as a means of electronic money is equal to 0 denars, the number of transactions in e-money also equals 0, and the value of transactions with e-money is 0 denars. When the Law on the Payment System in Macedonia was amended, the use of credit cards was on very low level. People did not have the habit of using credit cards. Ten years later, the use of cards instead of cash started to grow. Today, according to the statistical reports by the National Bank of the Republic of Macedonia, 76% of the people in Macedonia are using debit cards, 79% of the transactions are realised by way of debit cards, and the value of those transactions is about 86%. Another issue relating to the e-money laundering in addition to using e-money is the use of the internet in Macedonia (Tables 4, 5 and 6). In the first quarter of 2010, 46.1% of households had internet access from home. According to the State Statistical Office, in the first quarter of 2010, the share of households with internet access has been increased by 4.3% points compared to the same period in 2009. The share of households with broadband in the total number of households increased from 33.8% in 2009 to 37.2% in 2010, while their share in the number of households with internet access is on the same level in both comparative periods (about 81%).
However, merely 9.3% of all internet users in Macedonia in first quarter of 2010, are using internet connection for e-banking. But 13.6 % (office, 2012) of all the internet users in Macedonia in the first quarter of 2012 were using the internet connection for ebanking.
In 2011, banks began to work on harmonisation of their operations with applicable regulations that should provide protection and eliminate all the consequences that may arise as a result of the failure to observe or incorrectly apply the applicable regulations. In 2011, this goal was to be accomplished by taking the following actions:
• permanent monitoring of the regulations governing the operations of the banks and activities necessary to be undertaken on that basis • according to Article 29 of the Law, the Office receives the following information: a banks; data on all loans that exceed the legally defined limit of the MKD equivalent of EUR 15,000 b notaries; data on compiled notarial acts authenticating private documents and notarising signatures on contracts whereby property is acquired the worth of which exceeds the MKD equivalent of EUR 15,000
• data from insurance companies for insurance policies concluded the value of which exceeds the MKD equivalent of EUR 15,000
• from legal entities and individuals whose businesses deal with the purchase and sale of vehicles data on contracts for the purchase of new vehicles in the amount that exceeds EUR 15,000.
During 2011, the Department has identified a total of 33,921 entities who, under the Law, are obliged to undertake measures and actions to prevent money laundering and terrorist financing. The following table gives a representation of the entities by type and number (Table 7 ). In Macedonia, there are insufficient data about money laundering and STR: the Financial Intelligence Directorate lacks data on for suspicious transactions using. It is very difficult to prove money laundering because very often it is confused with tax evasion. Also, before the introduction of the new I2 system of today, the old software could not make distinction between real STR and the really suspicious transactions were sometimes investigated for years.
Recommendations
Regardless of the fact that changes have been made to Article 4 of the Law on Money Laundering, entities shall be bound to pay special attention to the threat of money laundering and financing of terrorism arising from the use of new technologies or developing technologies and to prevent their use for money laundering or financing of terrorism.
There is an immediate need to supplement the law with a wider consideration of e-money laundering. This should be regulated by a new, more precise article that will clearly use the phrases "protection and measure against risks from new technological advances that allow for anonymity of parties" (e.g., e-banking, the use of ATMs, telephone banking, etc.), and the part on taxpayers who are required to establish procedures and take additional measures to eliminate risks and prevent abuses from new technological developments for the purpose of money laundering or financing of terrorism should also be regulated. The amendments to the Law on E-Trade should also regulate the protection and notification of cases where e-money laundering is detected.
In the course of writing of this paper, the Macedonian Government started a project worth EUR 1,730,000 that will in a two-year's time establish, following the Norwegian example and for the purposes of the Macedonian Financial Intelligence Department, an electronic connection to all parties involved in the fight against money laundering and terrorism financing. This new system will be efficient tool for rapid analysis and should increase the efficiency of data analysis and generating reports. A software solution will be developed for the electronic exchange of information between the Ministry of Interior, the Public Prosecutor's Office, the Financial Police, the Customs and the Public Revenue Office. The first set of planned activities relates to the cooperation and compliance of entities and institutions in data submission and information exchange. The project will develop a modern 'web application' with a complete design and functionality for use by consumers, banks, exchange offices, fast money transfer, notaries and all other entities, for the purpose of a faster, safer and more efficient data delivery. The second component will be working on the implementation of automatic data processing in the Office, advanced case management, visual analysis, the flow of information, intelligent packages and intelligence reports. The system should be operational within 14 months, followed by a one-year test period. For the project purposes, the Macedonian state will provide funding for hardware equipment, facilities, and staff salaries etc. The application of this system will significantly improve the communication and reduce the time for analysis of the cases that are the subject of this work. Such software is already used by some developed countries and is known as I2 software.
Conclusions
The development of the internet has offered the possibility to leave the old traditional way of communication and to develop a new electronic way of information exchange, known as electronic.
Electronic money is the greatest technological achievement in the development of e-banking. It represents a substitute for paper money and as such can be used for payment of products and services online, or in the business of banking networks. Advances in information and communication technology allow for the development of new forms of electronic payment, both in the real world (card products) and in the virtual world (software products). The process of globalisation, technological advances and greater mobility of people and resources across national borders, contributed for the transnational crime to create a new form of a so-called non-traditional forms of security, one of which is the e-money laundering or cyber-laundering.
The advantage of the 'electronic money' laundering for criminals is much bigger than the mere elimination or reduction of the accounting trace. Electronic money laundering involves three steps in turning dirty money into clean money, which are the same as in the classical money laundering (positioning, layering and integration).
The starting point for the explanation of e-money laundering in the Republic of Macedonia is the use of electronic money and the internet for payments or e-trade. The level of development of internet trade in Macedonia is very low. There is still no use of electronic money or electronic payments in Macedonia. Even the e-banking is seldom used.
To put it simply, in Macedonia we cannot talk about any use of e-money laundering. There is an urgent need to supplement the law with wider consideration of e-money laundering. It should be regulated by a new, more precise article that will use the phrase "protection and measures of risks against new technological advances that allow for anonymity of parties" (e.g., e-banking, the use of ATMs, telephone banking, etc.), and the part on taxpayers who are required to establish procedures and take additional
